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Online Banking Protection

SafeCentral’s WebProtection™ secures online bank, business and financial
institutions from malware including screen scrapers, key loggers and DNS
redirects, even on infected machines.

Stop Account Takeover, ACH and Wire Transfer Fraud Now

WebProtection™ ensures that the connection is secure and that endpoint data
are protected when users access banking or financial institution web sites.

Patent Pending Trusted Security eXtensions Interception Tool

SafeCentral’s WebProtection™, includes a one-time install, light-weight
application that uses SafeCentral’s TSX (Trusted Security eXtensions), a
patented, kernel-level interception tool that intercepts over 5,000 discrete
Windows commands (such as write to disk, to save in RAM, and more)
and effectively blocks all potentially dangerous activities except those
processes needed for the transaction. Unlike other tools, TSX functions at
the kernel level of the Windows operating system providing impenetrable
protection against all forms of malicious agents.

With one-click of the
WebProtection™
deskband, users transition
to WebProtection’s™
SafeBrowser

1.in 5 users will be the victim
of identity theft when using
a normal browser

WebProtection ™
blocks all potentially

dangerous activities

How Does WebProtection™ Compare To
Other Traditional Security Options?

Did you know?

1in 5 online consumers have had their
identity stolen online in the last two years

More than 8 billion dollars has been lost
due to this cybercrime

More than 35% of people infected with
identity theft malware have valid anti-
virus software running

55% of online users are infected
with spyware

According to the FTC, consumers
victimized by identity theft may lose out
on job opportunities, or be denied loans
for education, housing or cars because of
negative information on their credit reports

According to a recent Gartner study, the
fear of having personal data stolen is
causing changes in online behavior, with
59% of people surveyed saying they have
changed their online shopping activity

N

Proprietary kernel-level
malware protection and
secure DNS provides
multiple layers of protection

Key Benefits

Patented TSX technology
immobilizes key-loggers, screen-
scrapers and other malicious
agents, even on an infected

Security Promise computer

Traditional Security Options
(AntiVirus, Security Suite, Sandbox)

Prevent or remove infections on the

SafeCentral
(Reverse Sandbox)

Assume computer is infected and
provide a safe environment for browsing
and online transactions anyway

endpoint

Approach Reactive

Proactive

SecureDNS combined with
endpoint lockdown eliminates
phishing

How it Works basis.
Automated “launch anywhere”
protection for seamless integration

into existing browsing habits

+ Obtain and analyze malware, creating
rules and signature to identify it.

+ Distribute definitions on daily or hourly

+ Scan applications and other data to
identify malware and block it.

+ Allow only SafeCentral browser to
access keyboard and screen during
online transactions.

« Provide Secure DNS lookups for
websites.

+ Protect SafeCentral browser against
tampering.
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How Does SafeCentral Compare? Key Features

There are many different applications and suites that address PC system and data security. These (&) Actively protects desktop PC
- . . I . . from malicious agents

applications range from full-featured Internet security suites to stand-alone applications like antivirus

or antikeyloggers. Web Session Security is a newer category of end-user data protection and this @\ Rescues the user from the

category includes SafeCentral. SafeCentral offers the best protection because it operates as if perils of the local network

you're PC is already infected, ensuring your web sessions and banking transactions are secure. Lkgrc:xggtigr?ecure DNS

: . ] ' () Routes the user to the bank/
Endpoint Security Suite Browser Sandbox Web Session Security merchant’s site directly

: through secured DNS
Norton Internet Security )
Egﬂg’; McAfee Internet Security ;gggg?;i ForceField SafeCentral ~ . . .
Trend Micro Internet Security Pro Provides visual cues with
Keep endpoint clean of malware a locked down deSktOP’
Primary Goal by monitoring network, file Browse the web without Dg;\éi:esdez%ﬁ mikl)v:;sesgonntshe S'mp“ﬁeq brOVYSGﬂ and
y system and other vectors of infecting the endpoint Zn dpoint COOpera_tIOI'_l with existing
infection authentication methods
+ Can detect and block millions « Focuses protection on web (Slte Key’ Cemf,lcates’ etc.)
of threats sessions to thwart phishing and

 Filters web-borne infections other attacks

Key - Backed by large-scale « Tighter scope of protection allows
Advantages antimalware analysis and * Targets prevalent attacks for smaller application

response infrastructure (e.g., Rogue Antivirus)

User credentials cannot be
+ Meta-data in web transaction intercepted by any key-

« Widely distributed channel logger, screen capture or
other agent

* Still reactive, even with  Does not keep endpoint clean
heuristics P p

Key * Web transactions run in Integrates seamlessly with
Disadvantages - False sense of security by end infected browser . thrl]ce)te(jr?(isI%Trid to keep malware off preventatNe desk-top Secunty
user P measures and existing
authentication schemes with
little or no effort

What the Experts Say About SafeCentral oo e "

banking, shopping, tax filing,
filling out online forms, or any

PC Mag rated SafeCentral 4 out of 5 stars other online activity

Red Herring named Authentium one of 2009°’s most promising Specifications

private technology ventures in North America Requirements
Download Time
_ Dial Up= 10 min
Gartner named Authentium a “2009 Cool Vendor” Broadband = 2 mins

Online Banking Report Finds SafeCentral “Almost Too Good Windows XP Hardware

to Be True” earning SafeCentral the Best of Web Award, 2008 256MB of RAM minimum,
384MB or more

recommended.

IRM, an independent information risk consultancy, Validates CPU: P3 class 700MHz
SafeCentral’s ProtectionSecurity or better

. ] (&) Windows 7/ Vista
Security Pro News says “SafeCentral Locks Down Online Hardware

Transactions” 1GB of RAM minimum
CPU: P4 class or better

SecurityProNews

Download our free 14 day trial at [_' | indows
Try It TOday Wm.safgcgﬁltrm.é(;‘m l'[J :in:ows;P

Windows Vista




